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Autonomous systems have become a defining feature of modern technology, transforming transportation,
logistics, and aerial mobility through intelligent perception and control. In emerging domains such as urban air
mobility (UAM), where autonomous aerial vehicles are envisioned to operate within cities, reliable perception
of the environment is fundamental to achieving safe and assured autonomy. Developing and validating these
perception capabilities requires testbeds that are both realistic and accessible: low-cost, low-risk, and adaptable,
especially for early-stage development. However, existing indoor and outdoor drone facilities are often expensive,
risky, and time-intensive to operate, leaving a persistent sim-to-real gap between theoretical performance and
physical deployment. This work presents Biped, a unified embedded hardware-software platform designed
to accelerate the development and validation of perception pipelines for UAM scenarios as well as other
autonomous applications. The Biped platform integrates sensing, computation, power management, and
wireless communication into a single low-cost hardware module, simplifying assembly while enhancing hardware
reliability and adaptability. Complemented by its modular firmware and desktop Biped Ground Station software
stack, the Biped platform supports both onboard and remote workloads for various experimental setups. Biped
is demonstrated on two configurations: a ground-based, two-wheeled self-balancing robot (TWSBR) and its
integration with the Quanser helicopter, forming a low-risk and accessible aerial testbed. These capabilities
establish Biped as a practical and extensible platform for developing and evaluating autonomy pipelines in
safety-critical cyber-physical systems (CPS).

Nomenclature
AP = access point GPIO = general-purpose input/output
BMS = battery management system GTSRB = german traffic sign recognition benchmark
BSP = board support package HAL = high-assurance layer
COTS = commercial off-the-shelf HPL = high-performance layer
CPS = cyber-physical systems IMU = inertial measurement unit
DAL = development assurance level ISR = interrupt service routine
DAQ = data acquisition loT = internet of things
DMA = direct memory access IPC = inter-process communication
DNN = deep neural network IR = infrared
DoF = degree of freedom IRAM = instruction random-access memory
DRAM = datarandom-access memory ISP = image signal processor
EMI = electromagnetic interference JTAG = joint test action group
ESD = electrostatic discharge LE = low energy
ESP-IDF = Espressif IoT development framework LEDC = LED controller
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LiDAR = light detection and ranging TCP = transmission control protocol

MCU = microcontroller unit TVS = transient voltage suppressor

ML = machine learning TWSBR = two-wheeled self-balancing robot
MPC = model-predictive control UAM = urban air mobility

MPE = most probable explanation UART = universal async receiver-transmitter
MTL = multi-task learning UDP = user datagram protocol

MTU = maximum transmission unit VTIOL = vertical takeoff and landing
NASA = national aeronautics and space admin 281P = 2-series l-parallel

NPC = neural probabilistic circuit

NSF = national science foundation ayx, ay, a; = linear accelerations

PC = probabilistic circuit e = controller error

PCB = printed circuit board g = gravitational constant

PCLK = pixel clock K,, K;, K; = proportional, integral, and derivative gains
PD = power delivery K, open-loop gain

PID = proportional-integral-derivative r controller reference

PSRAM = pseudo-static random-access memory s encoder steps

PWM = pulse-width modulation t time

RF = radio frequency u = controller output

ROI = region of interest

RR = round robin b = low-pass filter smoothing factor
RTOS = real-time operating system w angular velocity

SCCB = serial camera control bus Wy = filtered angular velocity

SoC = system-on-chip f,gq,y = roll, pitch, and yaw angles

SPI = serial peripheral interface f, q Yy = roll, pitch, and yaw rates

STL = standard templated library

I. Introduction

Autonomy has become a defining feature of modern intelligent systems, transforming sectors from transportation
to logistics.'™ Advances in sensing, computing, and machine learning have enabled self-driving cars, autonomous
aerial vehicles, and intelligent robots capable of operating with reduced or minimal human supervision.®® These
technologies have facilitated increasingly capable autonomy, yet their wider adoption in safety-critical applications
remains constrained by the challenge of reliability and safety assurance under real-world operating conditions.'% !!
In recent years, a particularly promising domain of autonomy has been UAM, the envisioned network of on-demand,
autonomous “air taxi” operations within metropolitan areas.!>"!> UAM aims to alleviate ground traffic congestion
and shorten inter-city travel times; however, its success heavily depends on safe and assured autonomy: the ability
of autonomous aircraft to accurately perceive their surroundings, make reliable decisions, and safely execute critical
maneuvers such as takeoff and landing with minimal human oversight.'6-2° Perception during such scenarios is
particularly challenging, requiring robust visual interpretation to accurately detect and recognize obstacles, as well as
identify suitable landing zones in complex real-world environments. Failures in perception within such safety-critical
contexts can directly undermine both operational safety and public and regulatory trust.

Therefore, ensuring safety and reliability in perception-driven autonomy requires systematic validation through
controlled yet flexible experimental environments. Testbeds must be realistic yet accessible: low-cost, low-risk, and
adaptable, especially for early-stage research. However, existing indoor and outdoor drone facilities are often costly,
risky, and time-intensive to operate. Outdoor experiments demand weather-dependent flights, usually in large and remote
fields, and carry the risk of hardware damage or loss,?!~>* while indoor environments depend on complex, expensive
motion-capture or localization infrastructure and extensive safety equipment.”*” Consequently, many real-time and
machine learning (ML) perception models and pipelines remain validated only in simulation or on datasets,®7 leaving

a persistent sim-to-real gap between theoretical performance and physical deployment. To address this gap, this work
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introduces Biped, a modular and embedded hardware-software platform enabling the rapid development and testing of
perception pipelines. Biped integrates custom-designed hardware with a modular firmware and software stack to create
a unified yet adaptable platform suitable for various ground and aerial autonomous applications and scenarios.

The Biped hardware builds upon an improved version of a custom-designed embedded module originally developed
for an educational TWSBR chassis.’® The latest design consolidates sensing, computation, power management, and
wireless communication onto a single printed circuit board (PCB) hardware module. In addition to the integrated
components, the hardware module features an expansion interface that provides power and data connectivity to
additional hardware peripherals, such as external cameras, depth sensors, or light detection and ranging (LiDAR)
modules. Beyond its hardware design, Biped incorporates a modular firmware and software stack that enables flexible
operations of the hardware platform. The embedded firmware employs a layered design built on top of FreeRTOS,*
providing reusable and expandable modules for control, sensing, actuation, and planning. These modules allow
researchers to rapidly reconfigure or extend system functionality, for instance, by swapping controllers, adding new
sensor drivers, or implementing additional modules, without altering the firmware core. Complementing the firmware
is a desktop application called Biped Ground Station, which manages real-time telemetry, data visualization, and
controller parameter tuning. The Biped Ground Station also serves as a backend interface for remote computation,
allowing heavy workloads such as inference to be offloaded to a remote host or cloud.

In this work, the Biped platform is integrated with the Quanser helicopter,*” a widely used experimental platform
for education and control research. Biped replaces Quanser’s traditional host-dependent interface to form an untethered,
perception-enabled aerial testbed capable of performing onboard real-time tasks through its modular firmware while
supporting remote workloads through the Biped Ground Station. The integrated testbed enables low-risk and accessible
evaluation of perception pipelines in autonomous and safety-critical UAM scenarios. The proposed aerial testbed
supports user experiments utilizing popular ML-based perception models, such as YOLO*! and ResNet,*? in the context
of UAM vertical takeoff and landing (VTOL). Using both the onboard camera and depth sensors connected externally
via the expansion interface provided by the testbed, the user experiments may adopt either image-only or multi-modal
region of interest (ROI) perception paradigms for object detection and recognition during UAM VTOL. Although the
Quanser helicopter serves as a representative chassis in this work, Biped is designed as a general-purpose platform that
can be easily integrated with any other compatible aerial or ground chassis by conforming to its standardized power and
data interfaces, as shown in Figure 1. With Biped’s cross-platform adaptability, additional user experiments may be
conducted on a ground-based TWSBR chassis, including tasks such as control balancing and LiDAR-based sensing.

The primary contributions of this work are as follows: 1) an embedded hardware architecture that integrates sensing,
actuation, computation, power management, and communication within a unified, low-cost form factor; 2) a modular
firmware architecture that provides a layered and extensible framework for sensing, control, planning, communication,
interrupt servicing, and other functionalities; 3) the Biped Ground Station software framework that supports real-time
telemetry, visualization, parameter tuning, and remote computational workloads; and 4) cross-platform integration that
demonstrates the deployment and reconfiguration of the Biped platform across both aerial and ground-based chassis.

II. Related Work and Motivation

This section reviews relevant work in three particular areas that collectively motivate Biped’s design: (A) Quanser
helicopter, a representative chassis used for Biped’s aerial integration, (B) TWSBRs, the foundation of Biped’s hardware
design, and (C) safety-critical perception pipelines, which serve as guidelines to Biped’s functional requirements.

A. Quanser Helicopter

The Quanser 2-degree of freedom (DoF) and 3-DoF helicopters*? are widely used academic platforms for education
and control systems research. Most prior work involving the Quanser platforms focuses primarily on control theory
and implementation using MATLAB/Simulink running on a host machine.***” In this setup, the helicopter hardware
functions solely as an actuator-sensor interface, connected to the host through Quanser’s proprietary data acquisition
(DAQ) boards*®® and powered by Quanser’s bulky universal power modules,* as seen in Figure 2. While effective
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Figure 1. Biped hardware module interfacing with compatible aerial or ground chassis.

for traditional control studies, this architecture introduces several practical limitations: 1) all sensing and actuation
computations rely on the host computer, preventing standalone or untethered operation, 2) sensing is restricted to
encoders, with no integrated visual or spatial capabilities for perception-driven experiments, and 3) proprietary interfaces
limit extensibility, making it difficult to integrate and adapt the platform for perception research.

To overcome these limitations, the Biped platform is integrated with the Quanser helicopter, forming an aerial
testbed designed for perception research in aerial contexts. As shown in Figure 2, the Biped hardware module features a
much more compact and self-contained design compared to Quanser’s proprietary data and power interface. Equipped
with onboard processing through its real-time firmware, wireless communication, and integrated sensors, including a
smart inertial measurement unit (IMU)’! and an onboard camera module, the Biped platform enables self-contained yet
expandable operations, eliminating reliance on a MATLAB/Simulink host computer. While the Quanser helicopter
serves as a representative chassis in this work, the Biped hardware design is chassis-agnostic and can be integrated into
any other aerial or ground systems via its standardized power and data interfaces.

When coupled with additional visual or spatial sensors, such as LiDARSs or infrared (IR) cameras, via Biped’s
hardware expansion interface, the integrated testbed supports experiments involving perception pipelines in aerial and
UAM contexts. Operated indoors with minimal kinetic energy, the proposed integrated testbed provides a low-risk and
easily reproducible environment for testing early-stage perception models and pipelines that would otherwise depend
on risky, costly, and time-consuming free-flying drones. In contrast to indoor drone facilities, seen in Figure 2, with
motion-capture arrays, safety equipment, and other specialized infrastructure,>* 2> the proposed testbed operates safely
on a tabletop, offering a compact, accessible, and cost-effective alternative for early-stage perception research.

B. Two-Wheeled Self-Balancing Robot

The Biped hardware design originated from an educational TWSBR, developed as a compact, low-cost platform intended
for education in control and embedded systems.?® In contrast to Biped’s unified architecture, most prior TWSBR
designs rely on separate hardware modules for computation, actuation, and power management, often stacked vertically
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Figure 2. Left: a typical indoor drone facility requiring a large room space and extensive infrastructure.’® Right: comparison between the
original Quanser helicopter power and data interface on the left side and the much more compact Biped hardware module with a generic,
consumer-level power adapter on the right side.

3256 a5 seen in Figure 3. Such fragmented architectures complicate assembly,

and connected through complex wiring,
reduce flexibility, and often constrain each design to a specific mechanical chassis. In comparison, Biped unifies various
components and functionalities onto a single PCB hardware module, simplifying interconnections and improving
reliability. Biped’s power and data interfaces allow the same module to be easily detached and reintegrated with any
compatible ground or aerial chassis. This unified hardware approach enables Biped’s cross-platform adaptability and

establishes the foundation for its integration with the Quanser helicopter in this work.

In addition to its unified design, Biped introduces several practical hardware and software advantages over existing
platforms. Many prior systems>>>*° rely on Arduino-based microcontroller units (MCUs) with limited processing
capability and Bluetooth communication constrained by low bandwidth. In contrast, Biped employs a dual-core ESP3257
MCU running FreeRTOS,* a popular and lightweight real-time operating system (RTOS) that supports concurrent
and prioritized execution of sensing, control, and communication tasks. Furthermore, compared to Bluetooth, Biped
features Wi-Fi connectivity that provides low-latency, high-bandwidth communication, allowing certain computationally
intensive perception workloads to be offloaded to remote computational resources through the Biped Ground Station
interface. Despite these capabilities, Biped is built entirely from commercial off-the-shelf (COTS) components and can
be assembled for under $200, ensuring its affordability for research and educational use.

C. Safety-Critical Perception Pipelines

Recent publications in literature have emphasized safety-critical perception pipelines that not only detect and recognize
objects but also ensure verifiable and timely responses under uncertainty. A key approach to achieving safety assurance
in perception is through verification®? and redundancy,”33 where layered perception architectures separate complex,
learning-based mission capabilities from deterministic, verifiable safety capabilities that monitor or override any
unsafe system outputs. These designs aim to guarantee collision-free operation through the safety layer even when
mission-layer perception fails or becomes unavailable. The proposed Biped platform naturally supports such design
philosophies. The verifiable safety layer, responsible for safety-critical obstacle detection and collision avoidance,
can be integrated into Biped’s modular firmware onboard. Meanwhile, the complex mission layer, which handles
mission-level contextual and semantic recognition, can run remotely through the Biped Ground Station interface. This
configuration closely mirrors the organization of these safety-critical perception frameworks, making Biped an effective
experimental platform for evaluating similar pipelines in physical environments.
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Figure 3. A typical TWSBR design with separate hardware modules connected through complex wiring.5?

Another notable research direction addresses the problem of algorithmic priority inversion in safety-critical
perception. Conventional vision pipelines process entire input frames uniformly, causing high-risk, nearby objects
to be analyzed concurrently with, or even after, distant, low-risk ones. LiDAR-first perception approaches3!-34-36
mitigate this issue by using depth or LiDAR sensors to identify ROIs before camera-based recognition, assigning
higher scheduling priority to closer or faster-moving objects. Lightweight, depth-based ROI detection algorithms,
such as Depth Clustering,’®>° have demonstrated real-time performance on embedded platforms, enabling onboard
collision-avoidance decisions based purely on spatial occupancy. Recognition of prioritized ROIs, in contrast, can
be offloaded as remote tasks through the Biped Ground Station, since object recognition contributes to mission-level
awareness rather than immediate collision safety.’>:33 By combining onboard processing with remote workloads, the
Biped platform is well-positioned as a viable testbed for validating pipelines in these categories.

III. Hardware Architecture

The Biped hardware module, as shown in Figure 4, consolidates embedded computation, I/O, sensing, power
management, actuation, and user interaction into a unified, single PCB hardware architecture. An embedded MCU
forms the core of the system, with I/O expanders extending its connectivity to onboard and external peripherals.
Onboard sensing is achieved through the camera module and IMU, which provide visual and inertial measurements for
perception and control. The integrated power system manages both external and battery sources, distributing power rails
throughout the module. The actuation complex delivers power and control to a range of compatible actuators, while the
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Figure 4. Left: front side of rendered Biped hardware module PCB with highlighted boxes indicating each subsystem complex. Red is the
MCU. Orange are the I/O expanders. Yellow is the power complex. Green are the sensing components: camera connector (top) ltd
(center). Cyan are the actuation drivers. Blue is the expansion interface. Purple are the user interface components: NeoPixel RGB LEDs
(corners), OLED display connector (lower center), push buttons (bottom). Right: front side of fabricated Biped hardware module PCB.

expansion interface supports additional external devices requiring data or power connections. Finally, the user interface
combines the OLED display, status indicators, and push buttons to provide real-time feedback and interactive operation.

A. Microcontroller Unit

At the core of the Biped hardware module is the ESP3#.$RCU, a low-cost and high-performance dual-core state

of charge, system-on-chis¢Q widely adopted for embedded and internet of thingd ) applications’-%1 The
ESP32-SEoCintegrates two 240-MHz Xtensa LX7 cores, providing onboard resources for concurrent real-time
control and communications tasks. Additionally, ®@Cfeatures a built-in, full-speed USB 2.0 serial and joint test
action group JTAG) controller, which simpli es programming, debugging, and data logging compared to earlier ESP32
variants that required external USB universal asynchronous receiver-transmitter (UART) controllers.

Biped employs the ESP32-S3-WROOM2Inodule, which integrates the ESP32-S8Cwith 8 MB of serial
peripheral interface3P|) pseudo-static random-access mem&8RAM), providing expanded non-volatile and volatile
memory for task execution, dynamic memory allocation, and data-intensive workloads. The use of the pre-certi ed
WROOM module also streamlines radio frequenRy) integration with its factory-tuned antenna design, eliminating
the need for impedance matching or certi cation testing of external antenna traces. Integrated Wi-Fi and Bluetooth
low energy LE) 5.0 connectivity enables high-bandwidth, low-latency telemetry and data transmission, supporting
applications such as camera image streaming for remote perception workloads.

B. 1/O Expander

While offering ample computational and wireless capability within a compact form factor, the ESP32-S3-WROOM-1
module exposes a limited number of general-purpose input/ougRItd) pins due to constraints on the ESP32-S3
SoCpackage. To accommodate the wide range of components on the Biped hardware module, including motor drivers,
camera module, power managemehntlJ, and communication buses, two MCP23digital /0 expanders are
incorporated, as shown in Figure 5. Each 1/O expander provides two ports of 8 programmable pins, totaling 16
bidirectional digital pins per /0 expander, all addressable viadBebus. Between the two 1/0 expanders onboard the

Biped hardware module, one is allocated as the system I/O expander for all onboard peripheral and sensor components,
while the other is mapped to the expansion interface to support external peripherals.
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Figure 5. Left: /0O expanders and their connections. Right: power rails.

Due to the latency constraints of th&Cl protocol, the 1/0 expander pins are best suited for low-speed digital
operations such as user inputs and outputs, discrete control signals, or interrupt-driven sensor signals that do not require
high-speed timing. Each I/O expander supports interrupts on all of its 16 pins, with con gurable interrupt-on-level or
interrupt-on-change modes. When an interrupt condition occurs, the /O expander asserts its interrupt line connected
directly to theMCU, prompting theMCU to read its status registers ové€land handle the /O expander interrupt.
Based on the retrieved register data and the con gured interrupt types for each 1/0O expanderi@Uthrenware
identi es the source I/O expander pin and invokes the corresponding interrupt service rtGBhattached to the pin.

C. Power
1. External Power Supply

The Biped hardware module supports USB power delivei) through an onboard FUSB302BUSB PD transceiver.

The ESP32-S3/CU communicates with the USBD transceiver over the?C bus, commanding it to negotiate
appropriate voltage and current levels with the connected USBCompliant external power supply, such as a wall
adapter or computer. The previous educational dé8igithe Biped hardware module relied on the standard USB 2.0
power interface, which is limited to only 2.5 W at 5 V. In contrast, the current design of the Biped hardware module
supports a maximum power capacity of 60 W at 20 V through BPEBproviding both substantially faster battery
charging and the additional power headroom required by high-power actuators, such as the Quanser helicopter motors.

To further improve system reliability over the USB-C connection, transient voltage supprégS)rdjodes are
placed across the USB data lines. In the earlier design, static charge accumulatiorm@SBR chassis during
its operations on the oor often led to electrostatic dischai@®) events when a USB cable was inserted. These
discharges occasionally induced voltage spikes across the USB lines and power rails, triggering spokit@heous
resets during ashing or serial communication. The additiold§ diodes mitigates such transient surges, protecting
the onboard electronics and ensuring reliable communication and power delivery over USB-C.

2. Battery Management System

The prior design of the Biped hardware module incorporated a generic, twG@&Bbattery pack, chosen primarily
for safety and cost in classroom settings. The battery management s ffom the pack was placed directly onto
the modulePCBas an independent component, with the battery cells rewired and connected through a JST connector.
While the two soft polymer pouch cells provided suf cient energy for the low-pold#iSBR chassis, the design lacked
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Figure 6. Left: back side of rendered Biped hardware modulePCB with highlighted boxes indicating each subsystem complex. Red is the
18650 battery holder. Orange are the actuation interface connectors. Yellow is the fuse holder. Green are the thermistor connectors. Right:
back side of fabricated Biped hardware module PCB with 18650 battery cells, fuse, and thermistors installed.

the exibility and performance needed for higher-power applications. BkikS from the COT Sbattery pack operated

as a closed system with no data interface or programmaubility, relying on the standard USB 2.0 power interface, which
is limited to 2.5 W. Additionally, thé8MS could only draw power from the battery output, as no power path existed

to utilize power directly from the external power supply. This con guration constrained the overall power capacity
to the combined discharge rate of the battery cells, which was adequate foMBBR platform but marginal for
higher-power actuators, such as those on the Quanser helicopter.

The current design replaces tB¥S from the COTSbattery pack with a fully integrated, programmaBlélS
centered on the MP2780buck-boost charger. The MP2760 supports charging currents up to 6 A and features built-in
power-path management that enables the system to draw power directly from an external power supply while charging
the batteries. The charger automatically switches between the external power supply and battery power as needed,
providing seamless operation under varying power conditions. The power-path management greatly enhances system
exibility: for stationary con gurations such as the Quanser helicopter, the Biped hardware module can operate entirely
from the external power supply with the battery cells removed, whereas mobile con gurations suciasSBR
chassis can function solely on battery power. The charger also incorporates active safety features, including temperature
protection and adaptive current throttling governed by two onboard thermistors, one monitoring ambient temperature
and the other attached to the battery cells. In addition, the MP2760 communicates with the EQFGP-%3 the
I2C interface, allowing th#1CU rmware to con gure power and charging parameters, monitor real-time power and
temperature readings, and receive status or fault alerts.

The Biped hardware module is powered by two standard 18650 lithium-ion battery cells connected in a 2-series
1-parallel S1P con guration. Standard 18650 cells offer high energy density, reliability, and broad compatibility,
with a lower risk of swelling or puncture compared with soft polymer pouch cells. The 18650 cells are placed in a
battery holder on the back side of the Biped hardware module, as shown in Figure 6. Therefore, the cells can be easily
removed, replaced, or charged externally using stand@@S18650 chargers, offering convenience during extended
experiments. This design achieves a practical balance among energy capacity, reliability, and usability. To maintain
voltage balance between tB81P18650 cells, a BQ29269 cell balancer is integrated onto the module. The balancer
equalizes cells and prevents over-voltage during charging, enhancing both safety and lifespan.
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3. Distribution and Regulation

The Biped hardware module employs a structured multi-rail power distribution architecture, as illustrated in Figure 5,
derived from the system power rail, i.e., the output of BMS complex. TheBMS power-path management derives

the system power rail either directly from the battery, from the external power supply, or from both, depending on the
current system power demand and the battery's state of charge. From the system power rail, two downstream DC-DC
converters generate regulated 3.3 V and 5 V power rails. The 3.3 V power rail supplies all onboard electronics, such
as theMCU, IMU, I/O expanders, and the camera module. The 5V power rail, on the other hand, is routed through
the expansion interface to power external hardware peripherals that require higher voltage levels. Meanwhile, the
unregulated system power rail feeds directly into the actuation complex to maximize the actuator power delivery.

In its current con guration, the system power rail operates at the charging voltage 2518650 cells at
approximately 8.5 V. This level provides suf cient power for both TH&SBR actuators and the Quanser helicopter
platform, albeit operating near the lower bound of the Quanser helicopter's power requirements. Alternative designs
involving boosting the system power rail to higher regulated voltage levels were considered; however, the present
con guration was found to be adequate for stable operation while maintaining system simplicity and ef ciency.

4. Monitoring and Control

The Biped hardware module integrates a MAX17%68Toulomb-counting fuel gauge to enable accurate estimation of

the battery level. During operation, the connected actuators may draw high, pulsed currents; therefore, instantaneous
voltage and current measurements are unreliable indicators of the remaining battery capacity. Instead, MAX17261
continuously measures charge and discharge currents to maintain a running record of cumulative energy usage, allowing
theMCU rmware to accurately estimate the battery level and determine when recharging is required. The ESP32-S3
MCU communicates with the fuel gauge over tR€ bus to access its data and control registers, while an interrupt line
routed to the system I/O expander is used by the gauge to report status or fault conditions.

In addition to power monitoring, the module incorporates a dedicated power switch and three status indicator LEDs
for its power system. The power switch controls the connection between the MP2760 charger output and the system
power rail, allowing the module to be fully powered down to conserve energy when not in use while still permitting
battery charging when an external power supply is connected. Two of the indicator LEDs provide hardware-level status
feedback, showing whether system power is enabled and whether external power is detected at the USB-C port. The
third LED is connected to the system I/O expander and can be controlled MQhe rmware to indicate con gurable
power conditions, such as critical battery levels or charging status reported by the fuel gauge and charger.

D. Sensing

1. Camera

Biped employs an OmniVision camera sensor, speci cally OV2840 OV5640°%° for onboard visual perception. The
camera module features a 10-bit parallel data interface synchronized by a dedicated pixdPClbkk, (vhich outputs

a clock pulse to th&1CU for every transmitted pixel. As seen in Figure 7, only 8 of the 10 data lines are utilized for the
Biped design, as the ESP32-S3's camera hardware peripheral supports either 8-bit or 16-bit parallel data widths, and the
remainingGPIOpins are reserved for other peripherals. This con guration strikes a balance between image dynamic
range, bandwidth utilization, and available 1/0. The ESP32483J acts as a client receiver on this parallel interface,
continuously capturing pixel data streamed from the camera. The ESP32-S3's built-in direct memorylaideess (
controller is con gured to autonomously transfer image data streamed by the camera module directly into pre-allocated
frame buffers in thé¥ICU memory without consuming CPU cycles. TRBMA enables continuous image data streaming

with minimal processor overhead, allowing the rmware to dedicate computational resources to higher-level tasks,
such as control, interrupts, or communication, while the camera operates in parallel. Camera con guration and control
are managed via the serial camera control IB8GB),’° a lightweight two-wire serial interface similar t&G. Since

SCCB and {C are electrically compatible, they share the same signal lines on the Biped hardware module.
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Figure 7. Left: camera connector. Center: actuation drivers and interface connectors. Right: Expansion interface.

2. Inertial Measurement Unit

The previous Biped design employed two discidié)s: the MPUG050! a 6-axisIMU providing raw linear ac-
celeration and angular velocity measurements, and Bosch BM¥1#0;axisIMU that was later added to provide
compass readings with its integrated magnetometer. However, the raw compass output from the BMX160 proved
highly sensitive to environmental interference and remained accurate only within a con ned region even after initial
calibrations. This limitation necessitated additional fusion and Itering orMiJ, which reduced the reliability and
performance of attitude sensing during operation. The current Biped hardware module replaces both sensors with a
single Bosch BNO055! a smart 9-axi$MU integrating a high-ef ciency 32-bit Arm Cortex-MO+ co-processor running
Bosch's high-performance proprietary sensor-fusion rmware. The BNOO55 provides the same raw accelerometer,
gyroscope, and magnetometer data as usual, but performs continlmkss@énsor fusion, self-calibration, and active
compensation and lItering. Consequently, the BNOO55 outputs attitude data vizQei$ directly in Euler angles

or quaternions, eliminating the need for onboard sensor fusion or ltering algorithms &MaGkke This integration
improves attitude sensing accuracy and real-time control performance for both ground and aerial con gurations.

E. Actuation

The actuation complex of the Biped hardware module, shown in Figure 7, is designed to provide a powerful interface
for driving various pulse-width modulatio?{WVM) compatible actuators. To support high-power actuators, such as
the DC motors on the Quanser helicopter, the design replaces the single TB6612FNG dual F-bsdden the
previous design with two DRV8874 high-performance H-bridge driV&i/hile the TB6612FNG provides only 1.2 A

of continuous output current and a limited voltage range, suf cient for the low-p@Wé8BR chassis, each DRV8874
supports up to 6 A of peak current output with substantially lower conduction losses. This improvement increases the
available actuation power and torque capacity, enabling more ef cient operation during spin-up and under high-speed
PWM transitions. Each DRV8874 also integrates hardware-based current regulation for current-limited startup and stall
protection, as well as spread-spectrum clocking to reduce electromagnetic interference (EMI).

DRV8874 drives the actuators by a combinatiorPd/M and direction control signals. The ESP32488U
generate®WM waveforms corresponding to the desired actuation magnitude by modulating thé*§iMrcontrol
values into digital duty cycles, while direction control for each channel is managed through a single digital line routed
through the system 1/O expander. For improved usability and safety during experiments, a dedicated actuation enable
switch is integrated to control the enable pin of the H-bridge drivers. In the previous design, experimenfB\WWiSBIR
chassis were often hindered by active or misbehaving actuators, while physically disconnecting their power connections
or switching off the entire module was cumbersome. The addition of the actuation enable switch allM@the
and other onboard electronics to remain powered and programmable while temporarily disabling the actuators, greatly
simplifying testing and reducing the risk of hardware damage or operator injury.

Each actuation channel is accessed through a pair of dedicated connectors that serve as a standardized power and
data interface for external chassis integration. Each connector provides high-power output pairs from the actuator
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drivers, along with the power output from the regulated 3.3 V power rail and a peiCaf digital pins for integrated

sensor connections, such as rotary encoders onW®@BR chassis actuators. This standardized interface simpli es
adaptation to different robotic platforms. Users can integrate the Biped hardware module into any compatible chassis by
conforming their actuator and sensor wiring to the actuation interface, together with any additional peripherals through
the expansion interface. This design approach enables the cross-platform adaptability of the Biped hardware module,
enabling rapid integration across diverse hardware con gurations.

F.  Expansion Interface

To enhance expandability and support additional hardware peripherals, the Biped hardware module integrates a versatile
expansion interface, as seen in Figure 7. One of the two onboard I/O expanders is dedicated to this interface, providing
16 additional digitalGPIO and interrupt pins. These additional I/Os enable users to connect external devices and
components, such as buttons, relays, or digital sensors, without consuming the primary hightSpepihs. In

addition to theGPIOpins, the interface exposes tf€landUART buses for advanced peripherals and reserves two
direct MCU GPIO pins for high-speed, low-latency operations. An additidBBI bus is also integrated into the
expansion interface to further extend compatibility with high-bandwidth peripherals. Furthermore, the regulated 3.3 V
and 5 V power rails, along with the system power rail, are also available through the same expansion header, supporting
a broad range of external devices with varying power demands. Through its combination of data and power connectivity,
the expansion interface enables seamless integration of external modules, making the Biped hardware module a versatile
platform for control and perception research. In the Quanser helicopter con guration, the two direct MCU GPIO pins
and the 5 V power rail are used to interface with the third-axis rotary encoder. OMIB8R chassis, a rotary 2D

LiDAR sensof® is connected via the UART serial bus and 5 V power rail.

G. User Interface

An SH1106G°® OLED display is integrated into the Biped hardware module to provide onboard logging, debugging,
and system status monitoring. Before its integration, all diagnostic and status outputs had to be performed through serial
communication, which was cumbersome during standalone operation. With the OLED display, essential information
can be presented immediately upon power-up, eliminating the need for a host computer connection. In the previous
design, the OLED module communicated via the shat€dbius with other onboard peripheral components such as the
IMU and I/0 expanders. While minimizing pin usage and electrical complexity, this con guration also incré@sed |

bus traf c during display refreshes, which consumes moderate data bandwidth, occasionally causing higher-priority
tasks to preempt OLEFC transmissions, resulting in intermittent graphical glitches.

In the current design, the SH1106G OLED display interface is connected through a de&ieatednection,
which provides substantially higher data throughput and independent bus arbitration. The SH1106G is also driven by a
dedicated®MA channel on the ESP32-38CU, allowing graphical updates to occur in parallel without consuming
MCU RTOSscheduling budgets ofC bandwidth. As previously mentioned, tB®linterface is also exposed through
the expansion interface. By routir®PI control signals such as chip select through the exparSRI©O pins, the
expansion interface supports an arbitrary number of external SPI devices.

In addition to the OLED display, an array of four addressable RGB NeoPixel ['Hbsvides programmable visual
feedback for system runtime status and events. Through color coding and patterns, the LEDs indicate states such as
power-on, controller activation, and fault conditions. Compared to the OLED display, the NeoPixels offer instant and
more readily apparent status indication of MEU's runtime state, signaling rmware operational transitions or error
conditions. Finally, a set of push buttons enables direct user input for functions such as sofl Gtsdipot mode
selection, or triggering custom rmware operations. Four of these buttons are connected to the system I/O expander,
which provides both digital state readings and interrupts, allowing custom user operations triggered via ISRs.
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Figure 8. Biped rmware and software stack.

IV. Firmware Architecture

The Biped rmware is built on a modular software stack layered over the Biped hardware module and the ESP32-S3
So( as illustrated in Figure 8. Above the hardware, the Espressif loT development fram@&&®RKIDP 8 provides
peripheral drivers, system libraries, and toolchain utilities for rmware development. To enhance compatibility and
leverage a broad ecosystem of community-supported hardware drivers, the rmware employs the Arduino core board
support packageBSP° for ESP32, which wraps thESP-IDFAPIs without severely compromising performance.
Development is performed entirely in modern C++, utilizing its standard templated lifgdty),(and compiled
using the Xtensa GCC toolchain. The build process is managed using Cf&kallowing the rmware to be
organized as a standard CMake-based C++ project while linking against both Arduis&rldDFlibraries. The
Biped rmware's core functionalities, sensing, actuation, control, planning, communications, task scheduling, interrupts,
and user interface, are implemented as independent modules executed by FreeRTOS, ensuring deterministic real-time
performance and platform-agnostic extensibility.

A. Sensing

The sensor module in the Biped rmware forms the foundation of its sensing and perception pipeline. The module
provides both translational and attitude measurements, enabling downstream control and planning tasks for various
hardware con gurations, including thBASBR and the Quanser helicopter. Each sensing component is abstracted
through a dedicated driver class implemented under the platform modules and initialized by the sensor module at
startup. This layered abstraction promotes modularity, allowing additional sensors to be integrated by implementing new
platform modules without modifying the core logic within the sensor module. The current rmware implementation
supports sensors suf cient for both th&VSBRand Quanser helicopter con gurations, i.e., the onbadkid, rotary
encoders connected through the actuation or expansion interfaces, and the camera module.
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Figure 9. Left: rotation of body frame with respect to inertial frame. 8 Right: standard body reference frame83

1. Inertial Measurement Unit

The mounting orientation of the physicllU sensor hardware may vary between hardware designs. Therefore,
the sensor module perfornidU axis remapping to conform dlMU measurements to the standard body reference
frame®-83as shown in Figure 9, where the X-axis points forward along the nose, the Y-axis points out of the starboard
side, and the Z-axis points down toward the ground. Translational remapping is performed experimentally by aligning
each side of the Biped hardware module with the gravity vector to determine the corresponding axis directions. Angular
remapping then follows by applying the rotational right-hand%usgound each translational axis to establish the
correct rotational directions. This remapping ensures consistent sign conventions across all rmware modules.

Earlier versions of théMU platform module supported both the MPU6G5and the Bosch BMX16( sensors.
ThelMU's communicate with thBICU via the PC bus, providing 3-axis measurements of acceleration, angular velocity,
and magnetic eld strength. The sensor module polls these measurements through the read routifdbiia¢form
module, retrieves acceleration, gyroscope, and compass data, and initializes their entries within the sensor data structure.
However, due to instability in the BMX160's compass readings and the need for manual sensor fusiokiGtttee
obtain attitude estimates from both devices, the latest rmware consolitltésupport around the more advanced
Bosch BNO05%! Nevertheless, to illustrate the evolution from low-leWdICU-side fusion to high-level, sensor-side
fusion, the MCU-side manual fusion process is demonstrated below as an example in the context of TWSBR.

Once raWlMU measurements are remapped to the standard body frame, the sensor module computes the roll and
pitch angles, as illustrated in Figure 9, by deriving the instantaneous rotation of the body frame with respect to the
inertial frame®285whose attitude aligns with the gravity vector:

2 3 2 32 3
ay cosf 0 sing 0

gayg = gsinq sinf  cosf cosq sinfggo Q)
a, singcosf sinf cosqcosf g

whereay; ay, 8; are the translational accelerations along the inertial frame axes measuredldythé is the roll
angle,q is the pitch angle, and is the gravitational constant. Note that the yaw anglis unobservable from the
accelerometers, as the yawXY plane within the inertial frame is orthogonal to the gravity vector, which lies along
the X-axis in the inertial frame. Therefore, y depends on measurement through the IMU compass.

Equation 1 yields the following system of equations:

ay = gsing 2)

ay =gcosqgsinf 3)

a; = gcosq cosf (4)
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which further yields:

_ 1 &
f =tan —az ®)
—einl ax
=sin — 6
q g (6)

To obtain a stable attitude estimate, the sensor module fuses the roll and pitch angles derived from the accelerometer,
as shown in Equation 5 and 6, with the corresponding roll and pitch atasdq, measured by the gyroscope
using Kalman lIters®® The Kalman Itering, computed on thelCU, combines the derived attitude angles with their
measured derivatives, i.e., the attitude rates, to produce a temporally consistent and robust attitude estimate suitable for
downstream control tasks. This manual fusion method is effectiveWBBR basic balancing control but assumes
negligible translational acceleration within the inerfi plane. When the chassis accelerates due to motion, the
resulting acceleration components skew the accelerometer readings, thereby biasing the estimated roll and pitch angles.
This assumption highlights a key limitation of raw IMU-based estimation without complete multi-axis fusion.

Therefore, the latest Biped hardware module design incorporates the Bosch BNOO055, Bviingeaturing
an onboard ARM Cortex-M0+ coprocessor running Bosch's proprietary fusion rmware. The BNOO55 performs
continuous 9oF fusion, self-calibration, and active compensation and Itering, producing attitude estimations directly
in Euler angles and quaternions accessible througi@énterface. This integration eliminates the need for the manual
attitude computation and the associated real-time Kalman lItering oivithd, freeing CPU cycles for other tasks
while delivering more accurate attitude measurements with minimal drift. These improvements directly enhance the
stability and robustness of downstream closed-loop control requiring IMU-based attitude measurements.

2. Rotary Encoder

Rotary encoders provide direct and precise measurements of angular displacement along wheel, motor, or other
rotational axes. A magnetic rotary encoder consists of a magnetic disk coupled to the rotational axis being measured
and two Hall-effect sensors positioned around the axis. The two sensor channels output square-wave signals 90 degrees
out of phase during rotation. Optical rotary encoders operate under the same principle, except that the phase-shifted
signals are detected optically rather than magnetically.

By observing which channel leads the other, as illustrated in Figure 10, the encoder platform module determines the
direction of rotation and observes the rising and falling edges, i.e., steps, corresponding to the angular displacement. In
addition to step measurement, the encoder platform module estimates angular velocity by differentiating the encoder
position within the sense function of the sensor module, which is invoked periodically by the real-time task with a xed
execution period. LeDsdenote the change in encoder steps since the previous periobt dadote the period of the
real-time task. The instantaneous angular velocity is computed as:

Ds
=c — 7
wW=cC Dt @)

wherec is a scaling constant determined through the type and parameters of a given chassis. For example, in the context
of the Quanser helicopter,converts encoder steps to angular displacements in degrees, yielding an angular velocity
used for differential control to dampen overshoot and improve stability during attitude maneuverSVEBR on

the other hand; converts encoder steps to linear displacement of the wheels in meters along the body frame X-axis,
providing a translational velocity used for position and velocity control.

To mitigate quantization and noise arising from small step changes over short sampling intervals, the encoder
platform module applies a low-pass lter in the form of a difference equation through discrete time sampling:

wi(t)=b w¢(t 1)+(1 b) w 8

wherews () is the Itered encoder velocity at a given sampling timeis the most recent instantaneous encoder velocity,
andb 2 [0;1] is the Iter smoothing factor. The Itered encoder velocity provides a stable estimate of translational or
angular velocity for both ground and aerial con gurations.
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Figure 10. Rotary encoder sensor signal®’

3. Camera

The Biped rmware includes a camera platform module for con guration, initialization, and image frame acquisition
and transmission. Camera con guration and control are managed viaGag’° a lightweight two-wire serial
interface similar to the?lC protocol. SincesCCBand PC are electrically compatible, they share the same signal lines

on the Biped hardware module. Therefore, the rmware ensures that the camera hardware is con gured and initialized
via the SCCB rst before initializing the PC bus. Within the camera platform module, the image resolution can be
con gured through the&sCCB Depending on the camera hardware, supported resolution ranges from QVGA to UXGA,
allowing users to balance image quality and resource utilization. Additionally, the image signal prot®Bsonkoard

the camera hardware performs real-time JPEG compression, enabling each frame streamed from the camera hardware
to be pre-compressed without consuming CPU cycles, thereby reducing bandwidth and improving latency. Furthermore,
the ESP32 camera driver allows users to con gure the frame buffer location, either in internal data random-access
memory PRAM) for maximum access speed or in exterR8IRAMfor larger buffers. Both the JPEG quality and the
number of frame buffers are con gurable, allowing users to control frame rate, image quality, and memory utilization.

Once con gured and initialized, the camera platform module handles the acquisition and transmission of image
frames over the network. Each image frame is accessed through the ESP32 camera driver by a pointer to the most recent
frame buffer in memory. The retrieval of image frames is effectively instantaneous, as the image data is written directly
into theMCU memory by the camera hardware throughfdA controller. Depending on the camera hardware, the
retrieved frame may already be JPEG-compressed by the onl8rRar@therwise, the rmware invokes a function on
theMCU side to perform JPEG compression before transmission. Prior to sending each frame, the rmware transmits
a frame boundary to delineate the separation between consecutive frames within the network packet stream. This
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boundary is represented by a long and unique sequence of characters, such as:
123456789000000000000987654321

which is suf ciently distinctive and thus highly unlikely to occur naturally within any image payload. The use of
frame boundaries is necessary due to a behavior within the ESP32 network stack, where oversize network packets
exceeding the maximum transmission uMIT{U) are fragmented but not reassembled on the receiving side. Since each
image frame may be split across multiple packets, the receiving endpoint relies on these explicit frame boundaries to
reconstruct the complete image frames reliably. While exceedingly rare, collisions between frame boundary sequences
and actual image data can cause minor and transient frame corruptions, an acceptable limitation given the inherently
lossy and non-reliable nature of image frame transmissions.

B. Actuation

The actuation module within the Biped rmware provides con guration and control for the onboard two-channel
actuation interface that drives the connected chassis actuators, as well as any external actuation interfaces or actuators
connected via the expansion interface. Each actuation channel corresponds to a dedliédteantrol pin on the

MCU, initialized during startup. The rmware con gures theB&/M pins as outputs to the H-bridge drivers and
designates the actuation enable and direction pins through the system I/O expander. In addition to software control,
the actuation enable pin can be overridden by a physical hardware switch on the Biped hardware module. This dual
mechanism ensures both operational safety and convenience: the operator can physically disable all actuators while
leaving the rest of the system powered for debugging or calibration, while the rmware retains shared control of the
actuators for software-level control and testing.

During operation, an upstream actuation command data structure is passed to the actuation module, containing
the actuation enable ag, channel directions, #&WM control values. Based on the given actuation commands, the
actuation module sets the actuation enable and direction pins through the system I/O expander and geriévdkés the
control signals corresponding to the actuation magnitugi#éM generation is handled by the LED controlleEDC)
peripheral within the ESP32-38CU. Initially designed for LED brightness control, th&DC provides precis€WM
generation at con gurable frequencies and duty cycles without CPU overhead. By default, the rmware con gures the
LEDC to producePWM signals with an 8-bit resolution, although higher resolutions can be selected depending on the
timer con guration. An 8-bit resolution correspondsRSM control values ranging from 0 to 255. A value of 255
represents a full-duty (100%) output, while O corresponds to no actuation.

C. Controller

The controller module within the Biped rmware serves as the intermediary between the sensing and actuation modules,
generating real-time actuation commands for the actuation module based on the plant states observed by the sensor
module. The module implements a custom and con gurable controller cascade composed of modular controller
building blocks, enabling exible design and construction of control schemes tailored to different chassis con gurations.
The current rmware offers two representative controller building blocks: a proportional-integral-derivative (
controller and an open-loop controller, which can be combined to implement cascaded control architectures for both the
ground-basedWSBR chassis and the air-based Quanser helicopter. The adaptable design of the controller module
further enables implementation and integration of new and more advanced controller types, such as state-feedback
control® model-predictive controlIPC),2° or L1 adaptive control® by simply conforming to the same base interface.

1. PID Controller

The PID controller within the controller module serves as a core building block implementinglBheontrol law
de ned in the time domain as: z
t de(t)
dt

U =Kp eM+Ki etk g — o~ 9)
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wheret is time,u(t) is the controller outpui(t) is the error between the controller reference and the observed plant
state, andy; Ki; Kq are the proportional, integral, and derivative gains, respectively. Intuitively, the proportional term
acts as a re ex, generating an immediate response proportional to the current error. The integral term functions as a
piggy bank, compensating for steady-state offsets by accumulating the error over time. The derivative term behaves as a
damper, counteracting overshoots and oscillations by limiting response based on the rate of change of the error.

The rmware implements th@ID controller as an object-oriented class that exposes getter and setter functions
for all key parameters and internal states. These functions enable the con guration of the control reference, observed
state, externally measured error derivative if available, control period, and gain parameters, as well as saturation limits
for both the controller input and output. The implementation automatically resets the integrated error whenever the
reference, period, or gains are updated, preventing residual accumulation from previous con gurations. The integral
term is computed as a discrete-time summation of the error using the con gured control period, with an anti-windup
saturation that constrains the integrated error to a prede ned bound to prevent integral runaway. The differential term
may be estimated internally or provided externally as an observed derivative, such as an angular or linear velocity
obtained from the sensor module. During each control cycle, the controller evaluates the proportional, integral, and
derivative terms, sums them, and applies output saturation to the sum as the nal output from the PID controller.

2. Open-Loop Controller

The open-loop controller implements a simple, feedforward control law, which is useful when reliable feedback
is unavailable or unnecessary. The controller shares the same interfacePdB ttuntroller but omits feedback
computation. Instead, the output is computed directly as a gain-scaled reference:

u(t) =Ko r(t) (10)

wherer(t) is the controller reference ai, is the open-loop gain. As with tHelD controller, saturation is applied to

both the input and output to ensure that the produced controller output remains within a reasonable limit. The open-loop
controller is particularly useful for non-critical control axes where feedback sensors are unreliable or absent, such as
the yaw control in earlier Biped designs prior to the adoption of the BNOO055 $ilrt The implementation of the
open-loop controller also highlights the rmware's extensibility, demonstrating how additional controller types can be
implemented and integrated with minimal modi cation to the rmware architecture.

3. Controller Cascades

The main controller class within the controller module composes multiple controller instancesPédlwropen-loop,

into a series of custom, con gurable controller cascades. Each cascade instance maintains dedicated parameter and
reference structures that specify controller gains, saturation limits, activation thresholds, and control references for each
control axis. Once con gured, the controller cascade receives the plant states collected by the sensor module, updates
each controller building block with its corresponding state and reference, and computes the cascaded control outputs that
form the actuation commands. These commands are then passed to the actuation module, which drives the connected
actuators through the actuation interface. Safety mechanisms are integrated to prevent unstable behavior during control.
For instance, the controller module monitors the pitch angle oTiW&BR and the Quanser helicopter, automatically
disabling actuation when the observed pitch exceeds the de ned activation threshold to prevent unintended runaway
motion. Upon deactivation, the controller module resets all integral terms and sets all actuation outputs to zero, thereby
ensuring a safe control idle state and stable reactivation.

Within the current implementation, the controller cascade foT#WSBR chassis, as seen in Figure 11, employs
three independent control paths for pitch, translational position, and yaw. The pitch controller maintains vertical stability
using the pitch angle and pitch rate measured byitHé. The position controller regulates forward motion using
position and velocity feedback derived from the rotary encoders. The yaw controller operates in open loop, producing
a xed bias between the left and right actuation commands for turning. With the integration of the BNKdO55
the open-loop yaw controller can be easily replaced Byacontroller within the cascade, enabling closed-loop yaw

18 of 44

American Institute of Aeronautics and Astronautics



Figure 11. Left: controller cascade for TWSBR with open loop yaw. Right: controller cascade for Quanser helicopter.

control using the yaw angle measured byliki&J . Within the cascade, the left and right controller outputs are computed
to form the actuation commands:

Uieft = U pitch + U positiont U yaw (11)

Uright = U pitch + U position U yaw (12)

This controller cascade achieves closed-loop balance and translational control while enabling basic heading control
through the open-loop yaw controller.

In contrast, the Quanser helicopter controller cascade implements a 3-axis clos@iBagmtrol managing all
three attitude angles. Each attitude controller receives its corresponding angle and angular velocity state feedback
derived from the rotary encoders. In this con guration, the yaw controller output is cascaded as the reference input
to the roll controller, re ecting the coupled dynamics between the two axes: roll motion produces the lateral thrust
necessary for yaw rotation. Meanwhile, the pitch controller remains an independent control path. Therefore, the
controller outputs are computed as:

Uieft = U pitch+ U roll (13)

Uright = U pitch U roll (14)

As illustrated in Figure 11, this controller cascade enables stable multi-axis attitude control of the Quanser helicopter in
a fully closed-loop con guration.

The above controller cascades demonstrate the modular and adaptable aspects of the Biped rmware architecture.
New control strategies can be implemented by deriving from the same base interface, while existing cascades can be
recon gured entirely through parameter or con guration updates without altering the underlying rmware structure.
This uni ed and layered design enables rapid adaptation to new hardware platforms and control schemes, allowing the
same controller framework to be reused across diverse chassis con gurations with minimal development effort.

D. Planner

The planner module within the Biped rmware de nes the high-level decision logic responsible for generating controller
references for the controller module, based on either time-driven or condition-driven transitions. The module provides
an abstract interface that supports arbitrary planner implementations, enabling different planning strategies to be created
and interchanged without modifying the rmware structure. Each planner inherits from a shared abstract base class
that de nes two core functions. The start function resets the internal planner state and initializes the planner sequence,
which is typically invoked once upon startup or on demand in response to user input, such as a push-button interrupt.
The run function is executed periodically by the real-time task, evaluating the current plan status, verifying time-based
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or state-based transition conditions, and issuing updated controller references to the controller module based on the
current plan. This design encapsulates initialization and periodic execution behaviors within a consistent interface,
enabling new planner designs to be incorporated by simply overloading the interface, thus maintaining compatibility
with the existing rmware pipeline.

1. Waypoint Planner

The waypoint planner implements a time-based sequencing mechanism that advances through a prede ned list of
controller references, or waypoints, according to their speci ed time durations. Each waypoint is represented as a node
in a linked list structure containing its controller reference, duration, and a pointer to the next waypoint in the list.
Upon start, the waypoint planner resets to the rst waypoint in the prede ned plan. During execution, the run function
periodically checks the elapsed time of the active waypoint using the system timer. Once the duration of the current
waypoint expires, the planner advances to the next node and applies its controller reference to the controller module.
This process continues until the nal waypoint is reached, at which point the plan is marked complete. The waypoint
planner, therefore, operates as a nite-state machine driven solely by elapsed time.

2. Maneuver Planner

The maneuver planner generalizes the waypoint-based approach into a condition-driven planning framework inspired by
prior work on ight maneuver automatiott; %2as illustrated in Algorithm 1. Each maneuver speci es both a behavior,

such as driving forward, reversing, or turning, and a transition condition that determines when to advance to the next
maneuver. Transitions may depend on elapsed time, as in the waypoint planner, or on plant states observed by the
sensor module, enabling the planner to react dynamically based on the current states of the plant. Upon start, the
maneuver planner resets to the beginning of the maneuver sequence and generates the initial controller reference based
on the maneuver type. During each periodic call to the run function, the planner monitors the transition condition of the
active maneuver, comparing observed sensor data or elapsed time against its speci ed threshold. When the condition is
satis ed, the planner advances to the next maneuver and regenerates the controller reference accordingly. For example,
the planner generates a controller reference to hold the current position during a park maneuver or commands forward
motion with a yaw offset during a turning maneuver.

E. Communications

The communication module within the Biped rmware forms the networking backbone that enables wireless data
exchange between the Biped hardware module and external network peers, such as the Biped Ground Station interface
running on a remote host. The module integrates several software components: a Wi-Fi platform module that establishes
and manages wireless connectivity, a user datagram protdEd®)(interface that provides connectionless and ef cient

data transmission, and a serialization framework that encodes structured data into transferable byte streams. Together,
these components form a lightweight, asynchronous communication pipeline supporting application-level features such
as remote telemetry, controller parameter tuning, and image frame transmission.

The Wi-Fi platform module manages wireless network con guration by initializing the wireless modem onboard the
ESP32-S3VICU, connecting to the designated wireless access paRt, @nd reporting the assigned IP address. Built
on top of this module, the)DP interface implements the connectionless mechanism layer used for all data transmissions.
Compared to the transmission control protodCP), UDP is suf cient and more suitable for the Biped rmware,
where data exchanges are non-critical and do not impact core rmware operationECPle®nnection handshakes,
acknowledgments, and retransmission procedures introduce unnecessary latency and overhead DRakiefgrable
for tasks such as remote telemetry and control. UB® interface provides functions for transmitting and receiving
either raw byte buffers or strings to and from a speci ed IP address and port. To prevent packets from unwanted sources,
theUDP receive routine lters incoming datagrams by checking the source IP address and port against the expected
peer, while outgoing packets embed the destination directly in each datagram.
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Algorithm 1: Maneuver planner

function start()

if plan.completed then
plan.completed false
plan.started false
maneuver.current plan.head
maneuver.started false

unction run()

if plan.completed then
L return

if plan.started » maneuver.current = 0 then

plan.completed true

plan.started false

L return

f: plan.started then

if maneuver.current = 0 then

L return

| plan.started true

f : maneuver.started then
controller.reference createReference(maneuver.current.type)

L maneuver.started true

Ise if checkTransition(maneuver.current.transition) then
maneuver.current maneuver.current.next

L maneuver.started false

ask bestEffort()
while true do

L run()
plan.completed true
createTask(bestEffort)
start()

—h

)

—+

All data transmitted across the network is de ned through shared structures in the global type header. This header
includes common structures suchli®J) data, encoder data, controller parameters, controller references, and actuation
commands. Each structure implements a member function that conforms to a serialization interface de ned by a
lightweight header-only serialization libra?y enabling consistent serialization and deserialization of complex data
without external dependencies. A top-level structure calipgdMessage aggregates all relevant data structures.

This uni ed message format serves as the standardized communication interface between the Biped hardware module
and external network peers, ensuring that both ends of the network share an identical data schema.

F. FreeRTOS Tasks

The Biped rmware runs on the FreeRTG%which provides deterministic task scheduling and concurrent execution
across multiple functional modules within the rmware. By default, FreeRTOS employs a xed-priority preemptive
scheduling policy’* where higher-priority tasks preempt lower-priority ones, and tasks of equal priority execute in a
round robin RR), time-sliced fashion. To mitigate real-time priority inversion, FreeRTOS supports mechanisms such
as the priority inheritance protoc®twhich temporarily elevates the priority of a blocked task to guarantee bounded
blocking during shared resource access. Shown in Figure 12, FreeRTOS enables the Biped rmware to ensure real-time
performance for sensing, control, and actuation, while executing non-critical operations, such as communication,
planning, and user interface updates, on a low-priority, best-effort basis.
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Figure 12. Overview of FreeRTOS tasks. RR denotes the round-robin execution of equal priority tasks.

1. Real-Time Task

The real-time task forms the core execution loop of the Biped rmware. The task operates at a xed period synchronized
by a hardware timer to ensure consistent execution timing required by the controller and sensor modules. The
timer platform module provides the interface for con guring one of the ESP32-S3's hardware timers, supporting
features such as auto-reload, prescaling, and interrupt generation. The module also implements an interrupt service
framework that allows a timer interrupt handler to be attached to the con gured timer. Upon timer expiration, the
timer interrupt handler releases a binary semaphore, which unblocks the real-time task and triggers its next iteration.
This synchronization mechanism guarantees that the sensing, control, and actuation routines execute exactly once
per timer period, maintaining consistent sampling and update rates. Within each iteration, the task performs sensor
data acquisition, controller computation, and actuation output in sequence. If the cumulative execution time of the
sensing-control-actuation pipeline exceeds the timer period, users should either optimize their implementation or
increase the real-time task period to avoid deadline violations.
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2. 1/O Expander Interrupt Service Tasks

The rmware employs two high-priority interrupt service tasks: one dedicated to the system I/O expander and the other
to the expansion interface 1/0 expander. Both tasks execute at the highest priority within the rmware, preempting even
the real-time task to emulate a software-level interrupt response. Each task remains blocked on a semaphore until the
MCU receives a hardware interrupt from its corresponding I/0O expander. Upon detecting an interrupt from one of its
pins, the I/0O expander asserts its interrupt line, which is directly connected@€&hGPIOpin. The I/O expander
interrupt handler on thBICU then triggers and releases the semaphore, waking the associated interrupt service task.
This design delegates th&Q transactions required to read the 1/0 expander status registers to the high-priority 1/0
expander tasks rather than executing them directly within the interrupt context, thereby avoiding potential deadlocks
or watchdog timeouts. Once awakened, the I/O expander interrupt service tasks use the interface provided by the 1/0O
expander platform module to service the pending interrupt before returning to their blocked state.

3. Best-Effort Task

The best-effort task handles non-critical operations that do not require deterministic timing. The task runs with the
lowest priority and executes user interface routines such as NeoPixel updates, OLED display rendering, and serial
logging, along with the periodic execution of the planner module. Since they operate at the decision-making level to
generate controller references, planners can tolerate occasional missed cycles without compromising control stability
or safety. This scheduling approach prioritized computational resources for real-time and interrupt-driven workloads,
while maintaining a responsive user interface and ensuring the operation of non-critical modules.

4. Network and UDP Tasks

Network operations are executed as low-priority background tasks together with the best-effort taRRifaghion. At

startup, the network task initializes the wireless connection through the Wi-Fi platform module and con glB#®all
interfaces. EaclUDP-related task remains blocked on a binary semaphore until the network task successfully connects
to the speci ed wireles&\P and releases the semaphore, ensuring that petitidicoperations begin only after the
network is available. Once initialization is complete, the network task terminates, leavib@thtasks to operate
autonomously in the background. Two dedicatHaP tasks handle the transmission of serialiBégedMessage

packets. The read task listens for incoming datagrams, deserializes valid messages, and updates the system state,
such as applying controller parameters or control references received from the Biped Ground Station. The write task
periodically collects sensor data, controller states, and actuation commands iBipeld&lessage format, and then
serializes and transmits the packet oM&P. This symmetric read-write mechanism enables continuous, bidirectional
communication for remote monitoring and control. A third task,tHizP camera write task, streams compressed image
frames retrieved from the camera platform module.

G. Interrupts

The interrupt framework within the Biped rmware coordinates all event-driven operations, providing a high-priority,
low-latency response to asynchronous hardware signals. Interrupts in the Biped rmware fall into two primary categories:
1) MCU-based interrupts, which occur directly on the natW€U GPIOpins and are serviced within standdgRs,

and 2) I/0-expander-based interrupts, which originate on the 1/0 expanders and are propagateiCtd theough

their dedicated interrupt lines. This hierarchical design enables the rmware to handle both high-frequency peripherals,
such as rotary encoders, and slower, multiplexed peripherals connected via the 1/0 expanders, without consuming the
MCU's limited GPIOpins. All ISRs are compiled into the instruction random-access menBAN] ) by assigning

them thelRAM attribute. This attribute instructs the rmware to place interrupt code in a low-latency on-chip memory
region speci cally optimized for instruction execution rather than in aBRAM, or PSRAM, thereby minimizing
instruction fetch latency within interrupt contexts.
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Algorithm 2: Rotary encoder interrupt service framework

ISR handleEncoderA()
a readMCUPin(mcu.pin.encoder.a)

b readMCUPin(mcu.pin.encoder.b)
if a 6=b then
| encoder.steps encoder.steps + 1

else
| encoder.steps encoder.steps 1

SR handleEncoderB()
a readMCUPin(mcu.pin.encoder.a)

b readMCUPin(mcu.pin.encoder.b)
if a=b then
| encoder.steps encoder.steps + 1

else
| encoder.steps encoder.steps 1

r(;gisterMCUISR(mcu.pin.encoder.a, handleEncoderA, frising, fallingg)
registerMCUISR(mcu.pin.encoder.b, handleEncoderB, frising, fallingg)

Within the encoder platform module, a pairl&Rs, shown in Algorithm 2, is registered for each encoder channel.
EachISRis triggered on both the rising and falling edges of the encoder signal, allowing the rmware to capture every
transition and thus achieve full quadrature resolution. Upon each edge event, the corresff#Rdsrigvoked to
update the encoder’s step count according to the detected rotation direction. This interrupt-driven design eliminates
the need for polling and maintains precise step tracking that remains tightly synchronized with the physical encoder
moation. Each encoder channel is connected directly to a dedibé@id GPIO pin con gured for dual-edge interrupts.
Connecting the encoder channels directly to nati@U GPIOpins, rather than through I/O expanders, reduces delay
by avoiding the 4C transactions otherwise required to poll expander registers and resolve interrupt sources. This design
choice enables fast and reliable encoder interrupt servicing even at high rotational speeds.

BeyondMCU-level interrupts, the rmware incorporates a dedicated I/O expander platform module that implements
a hierarchical interrupt service framework for handling I/O-expander-level interrupts. The module provides uni ed
interrupt con guration, registration, and servicing mechanisms for all 16 pins across the two 1/O expander ports, each
containing 8 pins. Each pin can independently attach or detat®Rand specify its interrupt triggering mode. The
interrupt modes are either rising edge, falling edge, level-high, or level-low, which correspond to edge-triggered or
level-triggered interrupts. These modes are con gured by writing to the MCP$30Trexpander's interrupt control
and default value registers, which determine whether a pin's current logic state is compared against its previous state,
i.e., edge-triggered interrupts, or a xed default value, i.e., level-triggered interrupts. Each rediSteratbng with its
arguments and interrupt mode, is stored in an intd®Rlvector indexed by I/O expander pin number, allowing for
ef cient lookup during interrupt servicing.

When an I/O expander interrupt occurs, the expander rst asserts its dedicated hardware interrupt line connected
directly to anMCU GPIOpin. The correspondiniICU ISR executes with minimal overhead. TI&R temporarily
deregisters itself from thBICU GPIO interrupt service to prevent reentrancy, then signals a binary semaphore to
unblock the high-priority I/O expander interrupt service task. Once awakened, the 1/O expander interrupt service task
invokes the interrupt service framework provided by the I/O expander platform module, as outlined in Algorithm 3.
Within this framework, the rmware rst reads the interrupt ag and capture registers from the 1/0 expander over the
I°C bus. The ag register identi es which I/O expander pins generated interrupts, while the capture register records the
logic level (high or low) of each pin at the precise moment the interrupt occurred. For the MCP23017 1/O expander,
reading the capture register automatically clears the asserted interrupt.

Then, the interrupt service framework iterates over all I/O expander pins, checking each pin's corresponding
ag bit to determine whether it was the source of the interrupt. For every triggered pin, the framework retrieves the
corresponding entry from the interrn&@R vector and evaluates its interrupt mode to determine whethiSRshould
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Algorithm 3: I/O expander interrupt service framework

function registerExpanderISR(pin, isr, args, mode)
expander.isr[pin].invoke isr

expander.isr[pin].args args

expander.isr[pin].mode mode

if mode =rising _ mode = falling then

| writeExpanderRegister(expander.register.control, pin, false)

if mode = low then
writeExpanderRegister(expander.register.control, pin, true)
writeExpanderRegister(expander.register.value, pin, true)

if mode = high then
writeExpanderRegister(expander.register.control, pin, true)
writeExpanderRegister(expander.register.value, pin, false)

| writeExpanderRegister(expander.register.enable, pin, true)

function serviceExpanderinterrupt()

ag readExpanderRegister(expander.register. ag)

capture readExpanderRegister(expander.register.capture)

foreach pin 2 expander.pin do

if ag[pin] then

switch expander.isr[pin].mode do

case rising do

L if capture[pin] then

| expander.isr[pin].invoke(expander.isr[pin].args)

case falling do
if : capture[pin] then
| expander.isr[pin].invoke(expander.isr[pin].args)

otherwise do
| expander.isr[pin].invoke(expander.isr[pin].args)

§R handleExpander()
deregisterMCUISR(mcu.pin.expander)

| giveSemaphore(expander.semaphore)
task expanderinterruptService()

while true do
L takeSemaphore(expander.semaphore)

serviceExpanderinterrupt()
registerMCUISR(mcu.pin.expander, handleExpander, fhighg)

cFeateTask(expanderInterruptService)
registerMCUISR(mcu.pin.expander, handleExpander, fhighg)

be invoked. In edge-triggered modes, the capture register indicates whether the interrupt was triggered by a rising or
falling transition. In level-triggered modes, tH&R is invoked directly, as the previously con gured control and default

value registers ensure the interrupt was raised by either a high or low signal level. This mechanism supports mixed-mode
operation, allowing different pins on the same I/O expander to employ distinct interrupt modes and indel&Rdent
implementations concurrently. After servicing all pending interrupts, the I1/O expander interrupt service task reattaches
the MCU ISR for the 1/0O expander's interrupt line, restoring its readiness for subsequent interrupts. Algorithm 3
summarizes the complete interrupt service framework implemented by the 1/0O expander platform module, including
ISR registration, MCU interrupt handling, semaphore signaling, and task-level servicing logic.
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H. User Interface

The user interface module within the Biped rmware provides embedded visual and diagnostic feedback to both the
operator and developer through three platform modules: the OLED display, serial, and NeoPixel platform modules. The
display platform module presents structured textual information directly on the onboard OLED display hardware, the
serial platform module manages serial diagnostic logging and debugging through a host computer, and the NeoPixel
platform module provides immediate visual cues indicating system state and fault conditions during runtime. Together,
these modules enable convenient onboard monitoring, debugging, and real-time visual indications.

1. OLED Display

The display platform module provides a streamlined abstraction over the SHil8@@ochrome OLED display
hardware, enabling formatted text output through a convenient interface. Unlike low-level display drivers that require
manual pixel addressing and framing, this module enables developers to print directly to the display hardware, much
like writing to a standard output stream. Each display operation is executed through a transient display object, which
is instantiated with a target line index and an optional raw printing mode. Users can stream variables, strings, or
formatted data into the object using the stream insertion operatoy, (@long with supported stream manipulators

such as newline, clear line, and carriage return. When the display object goes out of scope, its destructor automatically
ushes the internal string stream buffer to the display hardware while ensuring atomic and thread-safe updates via a
mutex-protected lock. The module’s initialization routine con gures the display hardware, establishes text and cursor
properties, and applies additional parameters such as rotation and brightness. During runtime, the module also adapts
the display orientation to chassis orientation by reading the Z-axis acceleration from the sensor module.

2. Serial

The serial platform module provides a structured logging and diagnostic framework based on a con gurable log-level
hierarchy. The module supports 6 severity levels: trace, debug, info, warn, error, and fatal, allowing developers to
adjust logging verbosity at runtime. Similar to the display platform module, each log entry is created by instantiating a
transient serial object with a speci ed log level and streaming data into the object using the stream insertion operator

(<< ). When it goes out of scope, the object's destructor automatically ushes the accumulated string stream buffer

to the serial hardware. The module maintains two global states: a con gurable maximum log level that Iters logged
messages, and a worst log level that tracks the most severe event recorded since startup. These states are shared across
the rmware, enabling other modules, such as NeoPixel, to indicate the rmware's runtime status and fault conditions.

3. NeoPixel

The NeoPixel platform module provides an immediate, low-latency visual indicator for the status of the hardware and
rmware. The module interfaces with 4 NeoPixel LEDs, con gured via shared frame buffers representing RGB color
values for each LED. Two prede ned frames are maintained: a normal operating frame rendered in blue and an error
frame rendered in red. During each update cycle, the show function, invoked by the best-effort task, selects the active
frame based on the current worst log level reported by the serial platform module, switching to red when an error or
fatal condition is detected. This mechanism enables at-a-glance fault indication, particularly useful during autonomous
operation, where maintaining a wired serial connection or observing the OLED display is impractical. The NeoPixel
colors can also be updated during runtime by other rmware modules. For instance, the controller module sets the
LEDs to green when active and reverts them to blue upon deactivation, providing immediate feedback on controller
status without requiring serial or close observation of the OLED display.

26 of 44

American Institute of Aeronautics and Astronautics



V. Biped Ground Station

The Biped Ground Station is a desktop application developed in Qt and C++ that provides an integrated software
environment for interacting with the Biped hardware module. Through its modular architecture, the Biped Ground
Station supports wireless telemetry, real-time controller parameter tuning, and live camera streaming, while also
enabling the logging of telemetry and image data for of ine analysis. Built on an event-driven framework of background
daemons and asynchronous signal-slot interactions, the Biped Ground Station maintains a responsive and extensible
runtime that not only facilitates user interaction but also functions as a middleware for integrating external perception
and planning algorithms on the remote host, allowing the Biped hardware module to of oad computationally intensive
workloads to higher-performance resources over the network.

A. User Interface

The Biped Ground Station provides an integrated desktop user interface module for real-time visualization, con guration,
and control of the Biped hardware module. The graphical layout of the interface is organized into 6 primary tabs:
controller, planner, data, camera, parameters, and settings, each dedicated to a speci ¢ aspect of system functionality and
operation. Together, these components consolidate control, monitoring, and con guration into a uni ed environment.
Through real-time telemetry and online parameter adjustment, the Biped Ground Station enables ef cient controller
tuning without the need to repeatedly modify, rebuild, or re ash rmware. This streamlined work ow forms a tight
feedback loop between the hardware, rmware, and the user, substantially improving ef ciency and usability.

1. Controller

The controller tab enables users to monitor controller performance and tune parameters in real-time while the system is
operating. At the top are the control response plots for each controller instance. Figure 13 shows an example setup for
the Quanser helicopter, corresponding to its roll, pitch, and yaw controllers. Each plot displays two curves: a green
curve representing the current controller reference, and a red curve showing the plant state measured by the rmware
sensor module. These plots update continuously as telemetry is received from the Biped hardware module over the
network, providing an intuitive visualization of the controller's real-time tracking performance. If the curves exceed

the current Y-axis range, the plots automatically zoom out to maintain visibility. A zoom-to- t button beneath each
plot allows manual rescaling when needed, ensuring the operator retains a consistent sense of scale even during rapid
transients or abrupt controller responses.

Below the control response plots is the controller parameter widget, which lists the parameters for each controller,
such as proportional, integral, and derivative gains, as well as optional saturation and integral-limit terms. The table is
organized into three columns: the parameter name, the current value received from telemetry, and an editable input
eld for user adjustments. Users can modify the input elds and press the apply button to immediately transmit the
updated parameters to the Biped hardware module wirelessly over the network. The revert button restores the editable
elds to the most recent values received from the hardware module, while the save button stores the current controller
parameters into the parameters tab for later reuse. Together, these interfaces enable real-time and online controller
monitoring and tuning, eliminating the need to repeatedly modify, rebuild, and re ash rmware during experiments.

2. Planner

The planner tab provides both monitoring and manual control over the Biped rmware's onboard planner module,
as well as the ability to monitor and override the controller reference values generated by the planner. As shown in
Figure 13, the planner control widget allows users to monitor the current status and stage of the onboard planners, and to
start or stop the planners using the provided controls. Additionally, users can create or modify the existing maneuver or
waypoint sequence of the onboard planner, enabling ne-tuning of the sequence without requiring repeated compilation
or ashing of the rmware. Within the planner parameter widget, users can monitor or directly specify desired controller
references, such as target roll, pitch, or yaw values, and transmit them to the Biped hardware module in real time.
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Figure 13. Left: Biped Ground Station controller tab. Right: Biped Ground Station planner tab.

This capability is particularly valuable for testing dynamic controller responses or manually commanding the plant
without relying on onboard planners. The tab also includes a custom joypad widget designed for analog input along two
axes. When de ected, the joypad updates the control references in real time, either through the software interface or a
hardware joystick connected to the remote host, thereby enabling manual teleoperation of the chassis connected to the
Biped hardware module. While the current planner tab primarily supports control of the onboard planner module, the
same interface can be extended to incorporate a backend remote planner executing advanced trajectory generation or
motion planning algorithms on the remote host computer, which may otherwise be too computationally intensive to run
directly on the Biped hardware module.

3. Data

The data tab aggregates and visualizes raw telemetry data streamed from the Biped hardware module. The tab displays
sensor readings, controller references, actuator commands, and other low-level system variables in real-time, updating
continuously as new data arrives over the network. lllustrated by Figure 14, the tab provides users and developers with
a direct and comprehensive view of the system performance in terms of raw values, allowing them to verify sensor
performance, observe controller references, and con rm actuation commands. By exposing detailed information from
the sensing, control, and actuation pipeline within the Biped rmware, the data tab serves as a crucial tool for debugging,
validation, and performance analysis during development and experimentation.

4. Camera

The camera tab, shown in Figure 14, displays the live video feed transmitted by the camera module onboard the Biped
hardware module. A dedicated rendering widget receives image frames over the network, decodes them, and renders the
image data in real-time using OpenGL. This camera feed allows users to observe the scene as perceived by the Biped
hardware module, providing useful visual feedback during operation and experiments. In addition, the camera tab
supports overlays and visualizations for additional metadata, such as detection or recognition results¥tbrbésed
perception models integrated with the Biped Ground Station running on the remote host. These visualizations enable
users to view live inference results, providing immediate insight into the performance of vision models during runtime.

28 of 44

American Institute of Aeronautics and Astronautics



Figure 14. Left: Biped Ground Station data tab. Right: Biped Ground Station camera tab.

5. Parameters

The parameters tab serves as a library for storing, organizing, and reusing sets of controller parameters, as shown in
Figure 15. Users can save multiple revisions of the controller parameters, assign descriptive names, pin frequently used
sets to the top for quick access, and reload them into the controller tab when needed. The interface also allows users to
attach notes documenting the conditions, effects, or observations associated with each saved parameter set, providing
valuable context during iterative tuning. When a saved set is loaded, the parameter values populate the controller tab
elds but are not immediately applied. Changes only take effect when the user explicitly presses the apply button. This
design prevents accidental overwrites of live controller parameters while enabling ef cient comparison between different
tuning pro les. With the parameter tab, users can maintain a well-organized archive of tested controller parameters,
streamlining the process of optimizing controller performance and ensuring reproducibility across experiments.

6. Settings

The settings tab, illustrated in Figure 15, manages system con guration and utility functions. Here, the user speci es
the IP address of the Biped hardware module used by the backend to establish network communications. The tab
also provides controls for data logging, enabling users to record all incoming telemetry data and camera frames, as
visualized by the data and camera tabs, into timestamped and structured les for of ine review or analysis. Logging
can be toggled at any time without interrupting ongoing communication or interface responsiveness. Furthermore, the
settings tab offers optional theme customization, allowing users to adjust interface colors or load personalized visual
pro les. While primarily cosmetic, this feature improves usability in shared lab environments and enhances accessibility
for users with color-vision impairments or other visual sensitivities.

B. Communications

The communication module of the Biped Ground Station serves as the counterpart to the communication module
implemented in the Biped rmware. Both modules share an identical communication interface, message formats, and
serialization mechanisms, enabling seamless bidirectional data exchange between the Biped hardware module and the
Biped Ground Station running on a remote host. Both the rmware and the Biped Ground Station employ the same
lightweight header-only serialization librédto encode and decode structured data into transferable byte streams.
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Figure 15. Left: Biped Ground Station parameters tab. Right: Biped Ground Station settings tab.

This uni ed approach ensures complete compatibility and guarantees that any message generated by one side can be
accurately reconstructed by the other. At the core of the Biped Ground Station's communication moduléfi® the
interface, which mirrors the structure and functionality of its rmware counterpart, differing only in the underlying
networking backend. While the rmware relies on tBEP-IDFnetworking stack on the ESP32-88CU, the Biped

Ground Station utilizes the C++ Boost.Asio library to implement the same asynchronous, cross-glad@interface.

As in the rmware, theUDP interface provides high-level functions for transmitting and receiving either raw data
buffers or string payloads, forming the foundation of all network communication between the two sides.

Consistent with the rmware design, all transmitted data structures within the Biped Ground Station are de ned
in a shared global type header. This le is an identical copy of the type de nitions used in the Biped rmware,
including the top-leveBipedMessage structure that aggregates sensor data, controller parameters, and actuation
commands. Complementing ti¢DP interface are two Biped Ground Station background daemons that handle
continuous data exchange. The inbound daemon monitokdfresocket, receives packets from the Biped hardware
module, deserializes them into structuigigedMessage objects, and publishes the resulting data to other modules
within the Biped Ground Station through software signals. The outbound daemon performs the reverse process,
accepting data prepared by the user interface or internal modules, converting it into a selipletidessage
and transmitting it to the hardware module over the network. Together, these communication daemons maintain an
asynchronous, non-blocking network pipeline that keeps the Biped Ground Station interface responsive while providing
reliable telemetry, parameter updates, and image streaming between the remote host and the Biped hardware module.
Aside from the Biped Ground Station, any external software framework or third-party application can directly interface
with the Biped hardware module by conforming to the same message format and serialization mechanics.

C. Daemons

The Biped Ground Station operates on an event-driven software architecture centered around background daemons and
signal-slot interactions. Each daemon runs in its own dedicated thread, continuously processing data in the background
while emitting or responding to asynchronous events that coordinate communication between software modules within
the Biped Ground Station. The user interface module follows the same event-driven paradigm. Every button, text box,
and widget emits signals that trigger corresponding slots in the module logic, enabling responsive and non-blocking
interaction between the user interface and backend modules. Network communication between the Biped Ground
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Figure 16. Events among the Biped Ground Station, its remote host, and the integrated testbed. Dashed arrows indicate wireless connections.

Station and the Biped hardware module is managed by the inbound and outbound daemons, as shown in Figure 16. The
inbound daemon runs as a background thread that continuously polDfénterface, deserializes incoming packets

into BipedMessage , and emits a signal carrying the deserialized message as its payload. Any component connected
to this signal, such as the controller or data tabs within the user interface module, receBgethiidessage and
processes it according to its own slot implementation. Rather than emitting signals, the outbound daemon de nes a slot
for other modules to signal and send an outgdgedMessage to the Biped hardware module. When signaled, the
outbound daemon serializes the supplied BipedMessage and transmits it via UDP.

The camera daemon operates under the same event-driven principle. Running in its own dedicated thread, the
daemon continuously receives camera frame packets frorEeinterface. The camera daemon distinguishes
fragmented camera frame packets using the frame boundaries transmitted between consecutive frames, reassembles the
fragments into complete images, and emits a signal containing each reconstructed frame. Any module connected to this
signal, most notably the camera tab in the user interface module, can then update its view asynchronously. The logging
daemon subscribes to both the inbound daemon's message signal and the camera daemon's frame signal. When logging
is activated in the settings tab of the user interface, the daemon records every rBggddddessage and camera
frame to timestamped les on the le system. A separate joypad daemon provides optional integration with physical
joystick hardware. The daemon binds USB joystick input events to the software joypad interface within the planner tab,
allowing hardware control inputs to mirror the on-screen software joystick.

Beyond these core daemons, an additional daemon is included to interface with local inference models through
inter-process communication®Cs), more speci cally, shared memory. As illustrated in Figure 16, [t daemon
publishes incoming camera frames &igedMessage telemetry data over tH&C, enabling Python-based perception
frameworks implemented in PyTorch to perform online inference on the published data using GPU resources provided
by the remote host. The resulting detection or recognition outputs are also returned throliRfhidaemon, which
distributes the results via signals to the Biped Ground Station modules. These inference outputs are visualized directly
within the camera tab or transmitted back to the Biped hardware module for further onboard decision-making. This
extensible design enables the Biped Ground Station to function not only as a graphical and logging interface, but also as
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Figure 17. Left: safety-critical CPS architecture adopted in the experiments. Right: correspondingCPS DALs segregating system
functionality by criticality.

a versatile middleware platform for integrating external perception and planning algorithms that otherwise exceed the
computational capacity of the Biped hardware module.

VI. Cross-Platform Integration

A. Overview

This section presents the cross-platform integration and rapid deployment of the proposed Biped hardware, rmware,
and software modules across heterogeneous chassis platforms through end-to-end, scenario-based experiments. To
provide a structured context for integration, a laye@RiSarchitecture is adopted, as shown in Figure 17, comprising a
high-assurance layeHAL ), a high-performance layeHPL), and the Biped platform. This architecture follo®®S
development assurance levelBL s), inspired by the DO-178€ standard, where system functionality is organized and
segregated by criticality. At the highd3AL, i.e., Level 1A, theHAL enforces physical safety constraints independently

of other subsystems. In this work, a position-based geofencing module is employed in the ground-based scenario to
prevent entry into restricted regions. At Level 1B, thEL provides perception-driven functionality for regulatory
compliance through a robust and interpretaile-based vision model, the Neural Probabilistic CirctiPC),282°

which performs real-time environmental recognition and interpretation. At the IdWdsti.e., Level 2, the Biped

platform provides sensing, actuation, control, planning, and communication, and executes the nominal mission.

Within this layered structure, system behavior is governed hierarchically, with higher-criticality components
overriding lower-criticality functions when necessary. This hierarchy enables safe interaction among perception, control,
and mission execution while maintaining runtime safety guarantees. Using this architecture as the reference framework,
the Biped platform is integrated with two distinct chassis: a ground-bEg&8BR and an aerial Quanser helicopter.
These platforms differ signi cantly in dynamics, actuation, and operational constraintS Vi8R enables evaluation
of perception-driven behaviors and safety enforcement through geofencing, while the aerial platform demonstrates
hardware and control integration in al®F system and focuses on perception-driven behaviorsUAM VTOL
context. The objective of this section is to demonstrate the functionality and adaptability of Biped across platforms,
enabling consistent deployment, operation, and experimentation. Through this cross-platform integration, the Biped
platform establishes a practical foundation for evaluating autonomy pipelines in diverse CPS settings.

VIl. Scenario

Two experimental scenarios are constructed to evaluate the integrated system across both the groivigSBRed
and aerial Quanser helicopter platforms. These scenarios are designed to exercise the interaction among perception,
control, and safety mechanisms within the laye@RSarchitecture, and to demonstrate system functionality and
performance across both platforms. The ground-based experiment, shown in Figure 18, is implementadti®BRe
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Figure 18. Left: illustration of the TWSBR experimental scenario. Right: corresponding physical implementation.

chassis and follows a prede ned trajectory marked by lane boundaries. Along the rst segment, a series of stop signs is
placed along the path to evaluate regulatory compliance enforced biRheThe onboard camera provides real-time

image input to th&lPC, which performs recognition and interpretation of the stop signs. Upon recognition, the nominal
mission is overridden, and a halt command is issued. To evaluate robustness, both standard and color-corrupted stop
signs are included, including extreme variations such as blue stop signs. After stopping and proceeding past the signs,
the system resumes the nominal mission and executes a turning maneuver into a second segment. In this segment, a
position-based geofence representing a construction zone is introduced. As the platform approaches this region, the
geofencing module within thEAL overrides the nominal mission and injects evasive maneuvers. This ground scenario
demonstrates both HPL-driven perception and HAL-based runtime safety enforcement within an end-to-end system.

The aerial experiment, shown in Figure 19, is implemented on the Quanser helicopter platform and follows a
simpli ed perception-driven task without geofencing. Instead of traveling along marked lanes, the platform performs
controlled yaw motion, sweeping its eld of view across the environment. The Biped module is mounted beneath the
propeller assembly, with the onboard camera oriented downward. During operation, the platform rotates about its yaw
axis while maintaining stable hover. A set of stop signs is placed beneath the platform within the camera's eld of view.
As the platform yaws and a stop sign enters view,NIRC performs real-time recognition using the downward-facing
camera. Upon successful recognition, the yaw maneuver is halted, and the platform maintains a stationary hover for a
short duration. After this pause, the yaw maneuver resumes until the next sign is encountered. This aerial scenario
mirrors the perception-driven behavior of the ground experiment, frametAMVTOL context. Together, the two
scenarios provide complementary validation of the integrated system across distinct platforms and operating conditions.

A. Platform

The Biped hardware, rmware, and software modules are integrated with two distinct physical platforms: a ground-
basedTWSBR chassis and an aerial Quanser helicopter. Due to the streamlined design of the expansion and actuation
interfaces, electrical integration between the Biped module and the two platforms, as illustrated in Figure 20, is
straightforward. Through this integration, the same Biped hardware-software stack provides sensing, actuation,
computation, and communication across both platforms, despite differences in dynamics, actuator characteristics, and
experimental objectives. These two chassis serve as representative platforms for evaluating cross-platform integration
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Figure 19. Left: illustration of the Quanser helicopter experimental scenario. Right: corresponding physical implementation.

of Biped in this work. ThefTWSBR supports closed-loop balancing, perception-driven recognition, and position-based
geofencing, while the Quanser helicopter supports closed-loop attitude control and perception-driven recognition.

1. Quanser Helicopter

The Quanser helicopter exposes ve electrical connectors at its base: three optical rotary encoder connectors for 3-axis
attitude sensing and two propeller motor connectors for actuation. In its stock con guration, as shown in Figure 2, these
connectors interface with Quanser's proprietary hardware stack, consisting of two bulky universal power fifodules,
one for each propeller motor, a propriet@Q board?® and a separate I/O card installed in a desktop workstation.
Host-side software, such as MATLAB/Simulink or LabVIEW, communicates with the I/O card to read sensor data
and drive the motors, thereby making the helicopter entirely dependent on a tethered workstation for operation. This
con guration requires a signi cant physical footprint, involves complex wiring, and relies on proprietary hardware
and software, resulting in a closed ecosystem that is dif cult to extend or adapt for perception research. As shown in
Figure 2, the Biped module replaces this entire hardware-software stack with a single compact hardware module running
its modular rmware. The Biped hardware module integrates computation, sensing, actuation, and communication into
a uni ed form factor powered by a standard USB-C adapter. With Biped, the integrated testbed operates untethered and
host-independent for basic functions, simplifying integration for more advanced perception-based experiments.

Each Quanser encoder connector provides two channels along with 5 V and ground, while each propeller motor
connector exposes a two-pin terminal. These motor connectors map directly to the actuator driver outputs within the
actuation interface connectors on the Biped hardware module, enabling bidire&itihakcontrol through the onboard
actuator drivers. The roll and pitch encoders are routed to the actuation interfaces, which expose twiGlirect
GPIOpins originally intended for th& WSBR motor encoders. Since the Quanser encoders require a 5V supply rather
than the 3.3 V rail provided by the actuation interface, their power lines are connected to the 5 V rail exposed by the
expansion interface. The yaw encoder is connected through the expansion interface, which provides an additional pair
of MCU GPIOpins and the same 5 V rail. On the rmware side, all three encoders are read using the rotary encoder
interrupt service framework, as detailed in Algorithm 2, enabling high-resolution sensing of roll, pitch, and yaw angles.

During initial testing, intermittent drift was observed in the roll and pitch encoder readings despite correct hardware
and rmware con gurations. Oscilloscope measurements con rmed that the encoders themselves were functioning
correctly. The issue was traced to the multi-conductor slip ring on the Quanser helicopter chassis, which routes electrical
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